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HIPAA Compliance for 
Occupational Therapists

Compliance for all settings

By Veda Collmer, Esq., OTR/L

Course Objectives

1. Participants will be able to identify HIPAA’s privacy, security, and 
breach notification requirements.

2. Participants will understand how HIPAA’s requirements govern 
occupational therapy practice.

3. Participants will be able to identify strategies for complying with 
HIPAA’s rules.

Legal Disclaimer

This presentation has been written for general informational 
purposes only.  The information presented is not legal advice 

and is not to be acted on as such.  
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The Health Insurance Portability and 
Accountability Act of 1996 (HIPAA) sought to:

Increase access to health insurance
→By reducing insurance costs

→By lowering administrative costs with improved efficiency of the 
health care system

→ By transmitting electronic data (using national standards for 
health care transactions and code sets, unique health identifiers, 
and security) 

→Under enhanced privacy and security protections 

→That encourages people to seek health care

The Three HIPAA Rules

The Privacy Rule The Security Rule
The Breach Notification 

Rule

The HIPAA Privacy Rule
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The Privacy Rule

The Privacy Rule governs the use and 
disclosure of protected health information 
(PHI).  

Protected Health Information(PHI): 
individually identifiable health information 
held or transmitted by a covered entity or 
its business associate, in any form or 
media, whether electronic, paper, or oral. 

The Privacy Rule 

PHI includes:
• Patient demographic information,

• Individual’s past, present or future physical or mental health or condition,

• The provision of health care to the individual, or

• The past, present, or future payment for the provision of health care to the 
individual

The Privacy Rule Applies 
to Covered EntitiesCovered EntitiesCovered EntitiesCovered Entities

• Covered entities are 
• health providers

• health plans

• health care clearinghouses 

• If they transmit protected health 
information in connection with a 
transaction for which the U.S. Department 
of Health and Human Services has 
adopted a standard
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The Privacy Applies 
to Business Business Business Business 

AssociatesAssociatesAssociatesAssociates
• Business Associate is a person 

or organization who creates, 
receives, maintains, or 
transmits PHI on behalf of the 
covered entity

• Includes:
• Attorneys

• Electronic medical record 
providers

• Third party billing services

• Electronic file sharing services

• accountants

The Privacy Rule

Covered entities must have contracts in place with their Business 
Associates that ensure:

• Business Associates safeguard PHI

• Business Associates use and disclose PHI only as permitted by the Privacy Rule

• Business Associates provide satisfactory assurances they will appropriately 
safeguard ePHI that they create, receive, or maintain on behalf of the Covered 
Entity

The Privacy Rule Basic Principles

A Covered Entity or a Business Associate may not use or disclose PHI, 
except either:

1. as the Privacy Rule permits or requires; or 

2. as the individual who is the subject of the information (or the 
individual’s personal representative) authorizes in writing.
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The Privacy Rule: 
Types of Disclosures

• Required disclosures: a 
Covered Entity must disclose 
PHI to the individuals (or 
their personal 
representatives) specifically 
when they request access to, 
or an accounting of 
disclosures.

The Privacy Rule: Types of 
Disclosures

Permitted uses and disclosures: A 

Covered Entity may use or disclose 

PHI without individual, informed 

consent to carry out treatment, 

payment, or health care operations. 

Otherwise, uses and disclosure of PHI 

require individual authorization.  

The Privacy Rule: Types of 
Disclosures
Uses with an opportunity to agree or 

object

• Incidental disclosures

• Law enforcement

• Judicial and administrative proceedings

• Health emergencies

• Public health (health oversight activities, threat to health or safety)

• Research

• Domestic violence or abuse

• Essential government functions

• Worker’s compensation
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A Privacy Rule Scenario

Linda is an occupational therapist, providing services to children, as 
part of AZEIP.  During one of her sessions, she takes a selfie of 
herself and the child playing with blocks.  The child’s face is visible 
in the photograph. She uploads the photo to Facebook and 
includes the caption “Helping Betsy is why I love being an 
occupational therapist”.  Is this a violation of the Privacy Rule?

What is the child’s mother verbally authorizes the photograph and 

publication on Linda’s Facebook page?

What is the child’s mom takes the photograph, uploads it to the mom’s Facebook 

page, and  links it to Linda’s page with the caption “My daughter, Betsy, and her 

OT”?

A Privacy Rule Scenario

• Tim has a private occupational therapy practice.  On his website, 
he posts this patient testimonial. He did not have written 
authorization. Is this a privacy violation?

“After my hip replacement, I thought I would 

never be able to work again.  My occupational 

therapist, Tim Samson, helped me regain my 

independence.  I’m back at work and feeling 

great!” – Jim Smith, WorkRight occupational 

therapy client

Office for Civil Rights Enforcement

• Complete P.T. Pool & Land 
Physical Therapy, Inc. fined 
$25,000 for posting patient 
testimonials on its website 
without authorization, 
including

• Full names

• Photographic images

Sauce: http://www.hhs.gov/hipaa/for-

professionals/compliance-enforcement/agreements/complete-

pt/
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A Privacy Rule Scenario

One day, Tim has a videography crew in his clinic during treatment 
hours to film a promotional video.  The crew is present during 
patient sessions; however, they are only filming Tim using 
different pieces of equipment.  Tim did not have patient 
authorization for presence of the film crew.  Is this a privacy 
violation?

A Privacy Scenario

Tim has hired three new staff and wants to create a training video on 
how to use his electronic health record.  He films himself creating 
different documents and accessing patient records and posts the video 
to YouTube.  PHI, such as names, provider names, diagnoses, treatment 
provided, and payer information is visible on the video.  Is this a privacy 
violation?

A Privacy Rule Scenario

Nancy provides occupational therapy services in the home setting.  She 
arrives to one of her sessions at a group home to find her patient lying 
in bed, covered in feces, with bruises on her face and arms.  The 
patient tells Nancy that she fell the previous evening and called for help 
for hours.  Nancy reports the incident to Adult Protective Services.  She 
is required to provide the patient’s full name, date of birth, address, 
and the fact that she is receiving occupational therapy services as part 
of the report. 

• Is this a violation of the Privacy Rule?



9/5/2016

8

A Privacy Rule Scenario (cont.)

• The patient later hires an attorney to sue the group home.  The 
attorney calls Nancy and asks for the patient’s complete medical 
record.  What should Nancy do?

• The patient is referred to a mental health provider.  The provider calls 
Nancy to discuss the incident.  What should Nancy do?  Does she need 
the patient’s authorization?

• The patient’s daughter lives out of town.  Can Nancy call the daughter 
to give her an update on the patient’s status and condition without the 
patient’s written consent?

The Privacy Rule & Marketing

Written authorization 
required for marketing 
purposes. 

Marketing is any communication 
about a product or service that 
encourages recipients to purchase 
or use the product or service.

The Privacy Rule & Marketing: Exceptions 

• Communication about health related 

products included in the health plan

• Communication about services or 

providers that add value, but are not 

part of the health plan

• Communications for the treatment of 

the individual

• Communication for care coordination 

and case management
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The Privacy Rule: Minimum 
Necessary Standard

A covered entity must make reasonable 
efforts to use, disclose, and request only 
the minimum amount of protected 
health information needed to 
accomplish the intended purpose of the 
use, disclosure, or request

The Privacy Rule: Notice of Privacy practices

Covered entity’s must provide a notice of privacy practices 
that:

• describes the ways the covered entity will use and disclose PHI

• the covered entity’s duties to protect privacy

• describes the individual’s rights, including the right to complain to HHS if 
they believe their privacy has been violated

• includes a point of contact to make complaints to the covered entity

The Privacy Rule: Individual’s Right of access

Individuals have a right to 
request their records, amend 
their records to correct errors, 
and a right to restrict 
disclosure for services paid for 
out of pocket.
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A Privacy Rule Scenario

Linda has a private occupational therapy services.  She wants to 
aggregate patient data to determine staff productivity, diagnostic 
and treatment trends, and payer information.  She hires a third 
party to aggregate the data, which will require their access to PHI.

• Is the third party a business associate?
• Does Linda need to include this information in her notice of privacy 

practices?

• How much information can she share with the third party?

A Privacy Rule Scenario

Linda sells her practice to Tim, including access to her 
electronic medical record account and all of her patient 
records.

• Does Linda need patient authorization to transfer the records to Tim?

• Does she need to include the transfer of records in her Notice of Privacy 
Practices?

The HIPAA Security RuleThe HIPAA Security RuleThe HIPAA Security RuleThe HIPAA Security Rule
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The Security Rule

The HIPAA Security Rule establishes national 

standards to protect individuals’ electronic 

personal health information (ePHI) that is 

created, received, used, or maintained by a 

covered entity or a business associate. 

ePHI: individually identifiable health 

information held or transmitted by a covered 

entity or its business associate, in electronic 

format.

The Security Rule

• The Covered Entity must:
• maintain appropriate administrative, physical and technical 

safeguards to ensure the confidentiality, integrity, and security

of ePHI

• Identify and protect against reasonably anticipated threats to 
the security or integrity of ePHI

• Protect against reasonably anticipated impermissible uses and 
disclosures

The Security Rule: Hacking vs. Non Hacking 
Breaches
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A Security Rule Scenario

Linda owns a pediatric practice with three employees.  Her staff 
provide services in the client’s homes and need to access records at any 
time.  Linda opens a Dropbox™ account, where she shares files with her 
staff.  

Is Dropbox™ a HIPAA compliant solution?

What steps does Linda need to take before storing ePHI in Dropbox™?

Security Rule 
Violation

St. Elizabeth’s Medical Center 
fined for using a file sharing 
service without first assessing 
the risks associated with use 
of the service

Risks= threats + 
vulnerabilities to the ePHI

Source: Data Privacy Monitor, https://www.dataprivacymonitor.com/hipaahitech/use-of-file-

sharing-service-leads-to-218400-fine-for-hipaa-violations/

A Security Rule Scenario

Sarah, Linda’s employee, is working with a client when she noticed her 
laptop was missing.  Other people in the home claimed they don’t know 
what happened to it.  The laptop was not password protected or 
encrypted.  Sarah stored her patient records on her laptop. What are the 
security risks?

Recommended Security Safeguards: password protection, encryption, 
session time out, ability to remote wipe the laptop, policies for protecting 
hardware
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A Security Scenario

Nancy provides occupational 
therapy in the home.  She 
confirms appointments with 
her patients by texting them 
“See you tomorrow at 10:00 
a.m.”  

Does this pose a security risk 
to ePHI?

A Security Scenario

After an evaluation, Nancy text the 
physical therapist “Just saw Mary 
Smith, the patient in Chandler.  She is 
paralyzed on her right side from her 
stroke.  Big fall risk.  I’m going to call Dr. 
Samuels to let him know of my 
concerns.”

Is this a violation of the Security Rule?

Solutions?

A Security Rule Scenario

Nancy receives physician referrals in her Yahoo 
email.  She emails physicians and other 
providers about her patients using her Yahoo 
email. Is this a violation of the Security Rule?

Alternatives: 

• encrypted email, such as Hush mail or 
SendInc

• secure messaging in the EHR
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A Security Rule 

Scenario

Nancy’s schedule is packed.  She frequently treats 10 
patients per day and completes her documentation at home 
or in between visits at a coffee shop.  What are the risks?

Recommended security safeguards for remotely accessing 
ePHI:
• Access PHI in a private location
• Use a VPN or secure wireless connection (e.g., MiFi, 

hotspot)
• Log off applications or lock the computer screen when 

stepping away
• Lock up documents and hardware containing PHI
• password protection
• Anti virus software
• Encryption
• Never save password in the browser
• Remote wipe for devices

Security Rule Violation

• Lincare  employees provided 

respiratory services to patients at 

home

• Employees stored patient 

records in their vehicle

• No risk assessment to identify 

risks to PHI

• No policies and procedures to 

safeguard PHI
Source: HHS.gov, http://www.hhs.gov/about/news/2016/02/03/administrative-law-judge-rules-favor-ocr-

enforcement-requiring-lincare-inc-pay-penalties.html

Trending Security Threats

• Social engineering: psychological manipulation of people to 
perform certain passwords or divulge confidential information

• Types of social engineering:

• Phishing

• Pretexting

• Baiting

• Quid Pro Quo

• Tailgating
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A security rule Scenario

Linda receives an email from Tim in her Yahoo email account inbox.  
The email simply states, “Hi, here’s a referral” and the word “referral” is 
hyperlinked.

What should Linda do?

Safeguards:
• Only click on links from a trusted source

• If the email seems “phishy”, contact the sender and confirm they sent it

• Protect your computer with anti virus software

• Frequently reset your passwords and use complex passwords

Protecting yourself against security threats

• Look for spoof websites

• Log out 

• https = encrypted

• Only download software 
from trusted sources

• Look for the website’s 
certificate

Trending Security Threats

Ransomware: malicious 
software designed to block 
access to information until 
a ransom is paid
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The Breach Notification Rule

The Definition of a Breach

A breach is, generally, an impermissible use or disclosure under the 
Privacy Rule that compromises the security or privacy of the protected 
health information. An impermissible use or disclosure of protected 
health information is presumed to be a breach unless the covered 
entity or business associate, as applicable, demonstrates that there is a 
low probability that the protected health information has been 
compromised based on a risk assessment of at least the following 
factors:

The Definition of a Breach (Cont.)

1. The nature and extent of the protected health information involved, 
including the types of identifiers and the likelihood of re-
identification;

2. The unauthorized person who used the protected health 
information or to whom the disclosure was made;

3. Whether the protected health information was actually acquired or 
viewed; and

4. The extent to which the risk to the protected health information has 
been mitigated.
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The breach notification 
rule

• Every Breach must be reported to the Department of 

Health and Human Services Office for Civil Rights (OCR) 

and affected patients must be notified.

• Breaches affecting less than 500 patients 

must be reported within the calendar year

• Breaches affecting more than 500 patients 

must be reported within 60 days of discovery 

and the patient and the media must be 

notified

A Breach Notification Rule Scenario

Sarah, Linda’s employee, is working with a client when she noticed her 
laptop was missing.  Other people in the home claimed they don’t 
know what happened to it.  The laptop was not password protected or 
encrypted.  Sarah stored her patient records on her laptop. Is this a 
reportable breach?

A Breach Notification Rule Scenario

Sarah’s new laptop is encrypted and password protected.  Sarah has 
created a complex password to prevent unauthorized access to the 
computer.  In between visits, Sarah stops for lunch, leaving the laptop 
in the back seat of her car.  When she returns, the car window is 
shattered and the laptop is gone.

Is this a reportable breach?
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The Breach Notification Rule: Enforcement

Violation Amount Per Violation

Did Not Know $100-$50,000

Reasonable Cause $1,000-$50,000

Willful Neglect-Corrected $10,000-$50,000

Willful Neglect- Not Corrected $50,000

The Breach Notification Rule: Enforcement

Covered Entity Penalty Enforcement Date

Advocate Healthcare $5.5 Million 8/4/2016

University of Mississippi Medical 

Center

$2.75 Million 7/21/2016

Catholic Health Care Services $650,000 7/29/2016

NY Presbyterian Hospital $2.2 Million 7/21/2016

Contact Information

Veda Collmer

vedacollmer@gmail.com
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